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Operational Overview

Guide Overview

The Remote Access Card provides multiple ways to configure, update, and operate servers remotely.
This Remote Access Card User Guide describes these features and how to use them with the browser-
based interface and RBSU.

The SMASH CLP is designed for users who prefer a non-graphical interface. The SMASH CLP chapter
describes the syntax and the ways to remote control server.

BMC Overview

BMC can remotely perform most functions that otherwise require a visit to servers at the data center,
computer room, or remote location. The following are just a few examples of using BMC features.

® BMC Remote Console and virtual power enables you to view a stalled remote server with blue
screen conditions and restart the server without onsite assistance.

® BMC Virtual KVM technology provides a high-performance remote console that enables you to
remotely administer operating systems and applications in everyday situations.

® BMC virtual CD/DVD-ROM or floppy enables you to install an operating system or flash system
firmware over the network from images on your workstations or on centralized web servers.

® BMC actively participates in monitoring and maintaining server health, referred to as embedded
health BMC monitors temperatures in the server and sends corrective signals to the fans to
maintain proper server cooling. In addition to temperature monitoring, BMC provides fan status
monitoring.

Server management through IPMI version 2.0 compliant
applications

Server management through the IPMI is a standardized method for controlling and monitoring the
server. BMC provides server management based on the IPMI version 2.0 specification. The IPMI
specification defines a standardized interface for platform management. The IPMI specification
defines the following types of platform management:

®  Monitoring of system information, such as fans, temperatures

® Recovery capabilities, such as system resets and power on/off operations

® logging capabilities, for abnormal events such as over temperature readings or fan failures
([ ]

Inventory capabilities, such as identifying failed hardware components.

IPMI Messaging Interfaces

IPMI messaging interfaces will comply with IPMI v2.0, and supported interfaces include IPMI
Messaging interfaces, Keyboard Controller Style (KCS) interface and IPMI LAN interface. The KCS



interface provides a set of I/O mapped communications registers. The default system base address
for the 1/O mapped KCS Interface is OxCA2 and is byte aligned at this system address. The KCS
interface is accessible to SMS software that is running on the local system. Examples of compatible
SMS software applications are as follows:

® |PMI version 2.0 Command Test Tool is a low-level MS-DOS command line tool that enables hex
formatted IPMI commands to be sent to an IPMI BMC that implements the KCS interface. You can
locate this tool on the Intel® website (http://www.intel.com/design/servers/ipmi/tools.htm).

® |PMI tool is a utility for managing and configuring devices that support the IPMI version 1.5 and
version 2.0 specifications and can be used in a Linux environment. You can locate this tool on
the IPMI tool website (http://ipmitool.sourceforge.net/index.html). Before using Linux ipmitool via
system interface, please make sure installing Linux ipmi driver (Use the shell command “service
ipmi start”).

Sensors

The BMC provide environmental monitoring through IPMI sensors. Sensors will be described in the
SDR repository (IPMI v2.0, Chapter 33 SDR Repository) and can be accessed through the IPMI sensor
device commands (IPMI v2.0, Chapter 35 Sensor Device Commands).

System configuration can be discovered through exploration of the SDR repository. IPMI provides a
sixteen byte string identifier in each SDR. This ASCIl based string will need to be interpreted by
system management software. These tokens will be used in the SDR string identifier field and will
provide any distinction needed in addition to the other fields of the SDR.

External Event Generation

The BMC is configured to send its alerts to another event receiver in the system. See IPMIv2.0 Chapter
29 Event Commands for more information. All events commands which are mandatory for an event
generator are implemented in the BMC firmware.

LAN Messaging

The BMC will use on chip NIC to provide support for IPMI messaging over LAN. [PMI messages will
be sent as RMCP packets by on chip NIC, which will pass the messages to the BMC via on chip NIC
where the BMC will receive and respond to the messages. See the IPMIv2.0 specification Chapter 13
IPMI LAN Interface for more information. Four simultaneous LAN sessions will be supported. There is
no limitation on the number of concurrent sessions for a single user.

All mandatory IPMI LAN messaging commands are implemented in the BMC Core Firmware. Section
18.1 of this document contains the list of supported optional LAN messaging commands. RMCP+ is
supported under IPMI 2.0. This protocol enhancement conforms to the overall RMCP format.
Extensions allow for multiple payload types, enhanced authentication, and encryption. Details can be
found in IPMIv2.0 section 13.3 RMCP+.

IPMI Firmware supported optional encryption methods as below table (ID 0~14):


http://ipmitool.sourceforge.net/index.html

Key:

S = authenticated session setup (correct role, username and password/key required to establish session)

A = authenticated payload data supported.

E = authentication and encrypted payload data supported.

Charac

Cipher Authentication | Integrity Confidentiality
ID | teristic .
s Suite Algorithm Algorithm(s) | Algorithm(s)
Ilno
0 passwor 88t' O0h, RAKP-none None None
d”
1 S 8(]):’ OOh, None None
O1h, O1h,
2 S, A 00h None
3 S,AE o1 :’ OTh, | RAKP-HMAC- AES-CBC-128
01 SHAI HMAC-SHA1-
01h, O1h, 26
4 S,AE 02h xRC4-128
OTh, OTh,
5 S,AE 03h xRC4-40
6 S 8(2):’ O0h, None None
02h, 02h,
7 S, A 00h None
8 S,AE 02::' 02h, AES-CBC-128
0l HMAC-MD5-
02h, 02h, 128
9 S,AE 02h xRC4-128
10 | S, AE 8%:' 02h, RAKP-HMAC-MD5 xRC4-40
02h, 03h,
11 S, A 00h None
12 |S,AE 8?:’ 03h, AES-CBC-128
- o3 MD5-128
02h, 03h,
13 |S,AE 0%h xRC4-128
14 |S,AE 02h, O3h, xRC4-40

03h




Platform Event Filtering (PEF) and Alert Policies

PEF (IPMIv2.0, Chapter 17 Platform Event Filtering) will be supported to allow alerting in response to
configured system events. On the HP MicroServer platform, the following event filters and alert
policies will be implemented by default. Any additional filters or alert policies desired by the user
must be configured using the Set PEF Configuration Parameters command discussed in Section 30.3
of the IPMIv2.0.

Firmware Firewall

The BMC supports firmware firewall which is an IPMI v2.0 optional capability that is supported on all
BMC implementations. Details can be found in the IPMI v2.0 specification Chapter 21.

Browser interface overview

The BMC browser interface groups similar tasks for easy navigation and workflow. These tasks are
organized under high-level tabs across the top of the BMC interface. These tabs are always visible
and include Option, Properties, Configuration, Sessions, Update, Utilities, Power control, Thermal,
System event log, VKVM&VYMedia. Each high-level BMC tab has a menu on the left side of the
interface with various options. This menu changes every time you select a different high-level tab,
displaying the options available from that tab. Each menu option displays a page title, which is a
description of the information or settings available on that page. This page title might not reflect the
name displayed on the menu option. Assistance for all BMC pages is available from BMC Help. Links
on each BMC page provide summary information about the features of BMC and helpful information
to optimize its operation. To access page specific help, click the help link (Help) on the top and right
side of the browser window.

Supported browsers and client operating systems

Microsoft® Internet Explorer 8

Microsoft® Internet Explorer 7

Microsoft® Internet Explorer 6

Firefox 3.x

Firefox 2.0

The web server support both HTTP and HTTPS protocols

Supported server operating system software

BMC is an independent microprocessor running an embedded operating system. The architecture
ensures that the majority of BMC functionality is available, regardless of the host operating system.



BMC SETUP

Quick setup

To quickly setup BMC using the default settings for BMC features, follow the steps below:

1. Prepare the hardware installation — Refer to the MicroServer Remote Access Card Installation
Instructions for detail

2. If you are not using dynamic IP addressing, use the BIOS RBSU to configure a static IP address
(“Configuring the IP address”).

3. Methods for Log in: Users can either:
Log into BMC from a supported browser (“Logging in to BMC Web for the first time”).
or

Log into SMCLP via a SSH client. (“Logging in to BMC SMCLP for the first time”)

Preparing to setup BMC

Before sefting up your BMC, you must install Remote Access Card and remove VGA cable from
embedded VGA connector to VGA connector on the Remote Access Card. Since the server will export
VGA signal via the VGA connector on this card automatically when the Remote Access Card is
plugged (BIOS default setting).

To reinstall the Remote Access Card

1. Open the chassis and remove the system tray out of the chassis.

2. Lift the Remote Access Card to release it from the connector (1).

3. Put the card into an anti-statistic bag.



4. Install a new Remote Access Card:
*  Align the card with the system PCIE slot

*  Press the card down to ensure the full connection with the board.

5. Follow the steps of installing the system tray.

6. Connect the VGA cable to the VGA port on the Remote Access Card.

Configuration 1 Configuration 2
With IPMI card Without IPMI card

7. Power on the server, it will have BMC functions.

Configuring the IP address

The management processor acquires an IP address and subnet mask using either a dynamic or static
process. When using dynamic IP address, your DHCP server will automatically assign an IP address
for BMC.

Obtain the DHCP IP address, using Rom-Based Setup Utility with the following procedures:

10



1. Power on the server by pressing the Power on/Off button on the front panel

2. When POST prompts the message “press F10 for Rom-based setup Utility”, press the F10 key, the
main screen of the BIOS Setup Utility appears
ROM-BASED SETUP UTILITY

System Time

3. Press the right arrow (-} key to navigate to the “Advanced” menu.

4. Press the down arrow (| ) key to scroll to “IPMI Configuration”. Press the “Enter” key.
ROM-BASED SETUP UTTLITY

b IPMI Configuration

5. Press the down arrow (| ) key to scroll the “Set LAN Configuration” menu. Press the “Enter” key.

11



RUM-BASED SETUP UTLLITY

» SEL Cunfluurnllun

6. Set the “BMC LAN Configuration” to “DHCP”
7. Press the F10 key to save and exit RBSU

ROM-BASED SETUP UTILITY

BNC LAN Conflguratlon [DHCP]

To configure a static IP address, use the RBSU with the following procedure to disable DHCP and
configure the IP address and the subnet mask:

1.
2.

N o U Mo

Power on the server by pressing the Power on/Off button on the front panel

When POST prompts the message “press F10 for Rom-based setup Utility”, press the F10 key, the
main screen of the BIOS Setup Utility appears

Press the right arrow (—} key fo navigate to the “Advanced” menu.

Press the down arrow () key to scroll to “IPMI Configuration”. Press the Enter key.

Press the down arrow (| ) key to scroll the “Set LAN Configuration” menu. Press the Enter key.
On “BMC LAN Configuration”, select “static”

Press the down arrow (| ) key to scroll down and enter a valid IP address, subnet mask, and
gateway address (press period (.) key to move between address fields).

12



8. Press the F10 key to save and exit RBSU.

9. With IP address, use SSH to log in to the remote management CLP, or use a web browser to
access the HTML interface.

logging in to BMC Web for the first time

BMC is configured with a default user name and password.

1. BMC is connected to the network through a NIC port (RJ45) on the Remote Access Card. If you
want to access BMC via LAN, you need to connect the BMC LAN port and the switch via a
network cable.

Client PCs

« F -
3
—
L

BMC NIC g Corporate

Port Hu})Swntch Network
St 1 TG

BMC NIC |

Port

Management Client

2. Get “BMC LAN configuration” from the RBSU

ROM-BASED SETUP UTILITY

BNGC LAN Conflguratlon

3. Use these values to access BMC remotely from a network client using a standard Web browser
via the IP address of BMC.

13
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For security reasons, HP recommends changing the default settings after logging in to BMC for the

first time.
The default values are:
e User name—admin

*  Password—password

After input the default user name and password and click “sign in”, then you will log it successfully.

......

Ut MOTSove
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SE%
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Llogging in to BMC SMCLP for the first time

1. Get BMC IP address first as last section.
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3.

ROM-BASED SETUP UTILITY

BHC LAN Configuration [DHCEY

User SSH client to connect the BMC via the IP address. Enter the “Host Name” (IP address), and
the “User Name” (such as admin).Then click the “Connect” button.

| Elle Edit View Window Help

ICI TN A I IR
|| &) Quick Correct L1 Profiles |

H8H Sewtire Shell 3.2.9 (Build 283)

This cupy of
REER Gl Connect to Remote Host

Copgright (o) Z000-300% S5M Commmioations fecurity Corp - https/fuw, sah, comn/

Authentication Methad; |<F"°"|l Seltinge> » l

] h Hast Name: [10141.40759 Connect |
Uaear Name: |admin Cancel |
Poit Number: |22

[[Not connectad - press Enbar or Space o cel

e

LA

If connect OK, it will prompt “Enter Password”. And enter the password.
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0 10,141.40.159 - default - SSH Secure Shell |. [O]X]|

|| Eile Edit View Window [Help

) it L AN o e b — i

CIrTE Y I T L

| & Quick Connect i Profiles |

iGN Seoure Shell d (Dutld z09)

Copy (o) 2000 SH Communloacions fSeourivy Corp - hoop! //uww, sash, oon
This oupy of A9 Secure Shell 19 a non-comnmercial wversion,

This veralon does not inolude PEKI and PECY #ll funcclonalivy.

' Enter Password

Pasaword:
I Cance J

Conngcting to 10,141.40,159... [ [eoxea [ @A [

4. Then it will login the CLP console.

m 10.141.40.159 - default - SSH Secure shell [~ [E1|]
| Elle Edit View Window Help

(W@ e s T M D2 B | @ e
| & Quick Cormect L Profiles |

4%H decure Jhell 3.2.9 (Build 283)
Copyright (o) 2000-2003 550 Communications Security Corp - htbp: //wn, 22h, comn/

This copy of S55H Secure Shell 4% & non-commmreinl version.
This version does not include PKI and PECH #11 funotionality.

/aduinl-> i

Connectad to 10, 141,40, 159 |SSHZ - aps128-che - hmac-mds | Boxzd | &l |
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Contiguring BMC

BMC Firmware Update User Guide

There are two methods to update BMC firmware.

*  Update via Web Ul

This method just can be used when old BMC firmware work normally and its Web Ul can be login.
*  Update under DOS mode

When BMC firmware crashes, you need to use this method to update BMC firmware.

Update BMC Firmware via Web Ul

1. log in the BMC Web, and you can update BMC firmware via “Update” web page.
7100 Py i loedt M 10Gerere Maragroesd Sellwore - Witslones 30 sraet Buploesy - .]m x|

0'7- - 10,141 40 166, ISR #o

o Povortzs (5519 Probent MescZerver Nenagarsert. Soltwars

e adinin (Admisistr ator)

Update

Upload

© Sokict an mage e and chok uplead The upload peocsss M LMMinee sk ohie easons
nclediog WY

Afer the uplcad rocass m stated ary siemgt 3o fenh logout or nevgele swey from the
crmution wpdnte page wil il the HP Praliont MonaSanw Rencte Accass Cad

Pan} _Browee | Usieet |

"
VUM A& vMeka

[0 % & trteret Tav RN -

2. Click “Browse” button, select BMC firmware (Phrixus.bmc.xxxxxxxx), and click “Open” button.



L T e L T L L e
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Loy [ wetoia 5 0%
12w
DM W Lpete. S0
~) EC_DAZERA0
1= hetian bew 20000923
L Pandw ra
Coac sl 1ninats ol ohee Seasins
Fienh logout or neagate swey fiom the
[Fencte Accues Cant
Flwt o o Fis 1] > i |
o= El : _Bowne | Ui |

GT;'B 10148 AT DIk Fs IR
L Tweactes (510 Protiat McioOerew Neragunart Softvare

Remote Access Card

Update
=l
File Fath 10147 48 2Feutiic Bachus 23sanerpoticty SMC EMEE01003 _ Beowse | Uglosd |
Firmware image
Cusrent Version New Version Preserve Configuration
v Camszoany CorIERs ﬁ o IV
Uptom! 14 complatad Plasie cich Usdite' be procaes femmis updite o cick Tancel 1o teermanate the updale
Syvteon wil be robcoted ater Update'Cancel procosa
e -
=
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4. Update is running.
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1 Administr

Update
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FroLart McreSenver Remote Access Card

Filo Path (W10 147 48 20 public'Backup 23setrerdicte SMCISMB1059,  Beowne I U‘n-l

Firmware image

wiit Version Version Frassrve Configuratian

" TN

AT

9 ProLiset MicroSenver Remots Access Coed Fimmwans image has beso updated successiuly
The HP ProLant MoroSermr Remote Access Cand hws bean reset. You wil mot be able to access the HP ProLant MoraSerms Remotes
Arcess Cand with this browser sesmon .
Plassn wart and recomect 1o the H2 ProLiant MoeSerwn Remote Acoets Card usmg new browser easwion =

I 51 = s

Connect the Web Ul again to check the current BMC firmware version.
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Update BMC Firmware under DOS mode

1. Prepare a bootable USB flash drive or hard drive

2. Copy the update.bat, socflash.exe, DOS4GW.EXE and the BMC firmware image (all.xxx.bin) to
the USB flash drive or hard drive. Make sure they are in the same folder/directory.

B Virtisal KYM Session - 10.141.43.0 14 = =10 %

Ale View Macros Toels Help

3. Boot the system to DOS, and run update.bat under DOS.



Virtisal K¥M Session - 10,141.43.1014 =

Ale View Macros Toeks Help

4. Update is running....

Ale View Macros Toeks Help

i Bnc

all1171.bin gpio_b=c4f
Node Run-tim ersior

c) Rationa P fno. 1998-1994

=10} x}

5. Update is finished.
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Update Firmware under Windows

1. Copy the "socflash.exe", "update.bat", the BMC firmware image (all.xxx.bin) and corresponding
driver(x86 and x64) into the same directory under Windows.
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2. Click update.bat to update firmware.

E:\Windows>update

E:\Windows >rem Phrixus iBMC FW Update Utility Rev 1.8

E:\Windows >socflash of =backup.bin offset=8x24808 backupcount=0x18 gpio_b=c48 gpi

o_f=c41

ASPEED SOC Flash Utility v.1.83.862
Found ASPEED Device 1aB3:2880 rev. 18
Static Memory Controller Information:
CSA Flash Type is SPI

CS1 Flash Type is NOR

C82 Flash Type is SPI

Boot CS is 2

Option Information:

CS: 2

Flash Type: SPI

[SOCFLASH] Flash ID : 1781

Find Flash Chip #1: SpansionS25FL128P
Backup Flash Chip 0.K.

E:\Windows>socflash if=all.1.2.bin gpio_bh=c48 gpio_f=c41l

ASPEED SOC Flash Utility v.1.83.62
Found ASPEED Device 1a83:2880 rev. 18
Static Memory Controller Information:
CSA Flash Type is NOR

CS1 Flash Type is NAND

CS2 Flash Type is SPI

Boot CS is 2

Option Information:

csS: 2

Flash Type: SPI

[SOCFLASH] Flash ID : 1781

Find Flash Chip #1: SpansionS25FL128P
Write Flash Chip #1 at: cB008

3. Connect the Web Ul to check the current BMC firmware version.
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Update Firmware under Linux

1. Copy the BMC firmware image (all.xxx.bin) and all files in “Linux” folder (socflash/Linux) into the

same directory under Linux

M fppte s Maces  Gywen

=]

B b ew Bacet g

=

sscfiaah sn

2. Click “update.bat” under Linux and then click “Run in Terminal”

sanm &
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4. Connect the Web Ul to check the current BMC firmware version.
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User account and access

The Server supports three accounts types: User, Administrator and Operator. Different account types
have different levels of permissions to view and control features. Administrator User Account is a user
privilege that allows you to add, modity, and delete local BMC user accounts. It also allows you to
alter privileges for all users, including granting all permissions to yourself. Without this privilege, you
can only view your own settings and changes your own password.

The default privilege of the account is administrator, so we recommend changing the default settings
after logging in to BMC for the first time from security viewpoint.

The default user name and password:
® User name—admin
® Password—password

For more information on how to change a user, please refer to configuration chapter about changing
user settings through a web browser.

Encryption

BMC provides enhanced security for remote management in distributed IT environments. Web
browser data is protected by SSL encryption. SSL encryption of HTTP data ensures that the data is
secure as it is transmitted across the network.

For more information about the BMC firmware supported optional encryption methods, please see
description on chapter “BMC Overview “.
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Using Remote Access Card

Using BMC Web Ul

Browser main menu options

Using a web browser, you can access all of the links to do remote control

Title ltem Options Description
Properties / Get current firmware version of
P Remote Access Card
Network Enable to view and modify
network settings for BMC
Network Security Include four fields to allow view
or set the network security
values
Security Enable to create a certificate
Configuration request and import a certificate
HP Proliant to support SSL connections.
MicroServer , , )
Users Displays all user information
Remote Access
and add a new user
Card
Services Web Server configuration
IPMI IPMI Over LAN setting
Sessions / View or kill active sessions
/ Update firmware version of
Update
Remote Access Card
/ Provide utility on web browser
Utilities to reboot Remote Access Card
and load factory default value
Control Accesses system power to perform
Power .
power control operation
Fan Provide the monitoring of the
fan status
Thermal
Server Temperature Provide the monitoring of the
Information Temperature sensor status
System Event log | / Provide the system event log
Platform Events provides a mechanism for
Event L .
configuring the BMC to taking
Management _
selected actions on event
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messages that it receives

Trap Settings

Enables you to specify
destination addresses, and
enable/disable SNMP alerts

Email Settings

Allows to enable email alert and
specify email address to receive
alert message

Virtual KVM &
Virtual Media

Accesses virtual media or the
remote graphic console

Properties

This section provides current Firmware Version.
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Contiguration

The drop-down list of configuration page consists of six different categories: Network, Network
Security, Security, Users, Services and IPMI. You can click help link on each page to get the purpose

of every field

Network

The Network Settings enable you to view and modify network settings for BMC. Only users with
Administrator or Operator privilege level can change these settings. Users that do not have these
privileges can view the assigned settings.

Network Settings

The Network page displays the NIC setting, Common settings about DNS, IPV4/IPV6 settings and
VLAN setting. From the Network screen, you can configure network environment for servers by IPV4
setting or IPV6 settings. All users can view the network settings, but only users with the setftings
privilege can change these settings. To access network page, click configuration->network. The
network page appears with the following five tabs information and settings:
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Network Interface Card Settings
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® NIC Selection enables to select which LAN port to use. The default value is “dedicated”.
® MAC Address identifies this unique device on the network

® Auto Negotiation toggles on/off the auto negotiation of the connection speed and duplex mode.
This is only applies if it is in dedicated NIC mode.

® Network Speed enables to set the network speed to 10Mb or T00Mb to match your network
settings.

® Duplex Mode enables you to set the duplex mode to full or half to match your network settings.
® Common Settings

® Enable Dynamic DNS allows registering the Proliant MicroServer address with the DNS when
enabled.

® Host Name- when registering the Proliant Micro Server with the DNS. The character set is a-z, A-
Z, 0~9, underscore (_) and dash (-), using between O and 64 characters and no white space, if
unspecified, the default name is MergePoint-EMS.

® Use DHCP to obtain DNS Domain Name can be used to enable or disable the DHCP to acquire
the DNS Domain name.
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IPV4 Settings

° 40y VR R el

WO B N i Rt Ty

P !

® Use DHCP: DHCP Server is the IP address of the DHCP server. This field cannot be assigned. It is
received from DHCP if DHCP is enabled.

®  Subnet Mask: Use the subnet mask parameter to identify the subnet mask for the IPMI Port.

® [P Address is the BMC IP address. Use this parameter to assign a static IP address to BMC on
your network. By default, the IP address is assigned by DHCP

® Gateway displays the IP address of the network gateway. If DHCP is in use, the Gateway s
automatically supplied. If not, enter the network gateway address.

IPV6 Settings

°. A b VB N ek bl

WOE R e Bedenm Reape Silnes

The following options are available to configure IPv6 environment

® Auto Configuration: Lets the server administrator to obtain the IPVé address from the DHCP
server
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® [P Address 1: The information will be appeared if checked auto-configuration. When auto-
configuration is disabled, the IP address needs to be entered by manually.

® [P Gateway: Specifies the gateway for the Proliant MicroServer NIC. To change this setting, you
must first uncheck the auto configuration checkbox.

® Link Local Address: Specifies the IPvé6 address for the Proliant MicroServer NIC

® [P Address 2: Specifies the additional IPvé6 address for the Proliant MicroServer NIC if one is
available.

® Use DHCP to obtain DNS Server address: Obtain the DNS server name (such as www.hp.com)
from DHCP IPVé Sever when DHCP and DNS of the server are configured properly.

® Preferred DNS Sever: Manually configures the IP address of the preferred DNS server. To
change this setting, you must first disable the option that uses DHCP to obtain DNS Sever
address.

® Alternate DNS Sever: Manually configures the IP address of the alternate DNS server. To change
this setting, you must first disable the option that uses DHCP to obtain DNS Sever address.

VLAN setting

Configuration options have been added to support IEEE 802.1q VLAN (virtual LAN) headers for IPMI
over IP sessions on |[EEE 802.3 Ethernet. VLAN works with VLAN-aware routers and switches to allow
a physical network to be partitioned into ‘virtual’ networks where a group of devices on different
physical LAN segments which can communicate with each other as if they were all on the same
physical LAN segment. This can be used to isolate classes of network membership at the Ethernet
Packet level rather than at the IP level, as might be done with a router. This can be used to set up a
‘management VLAN' where only devices that are members of that VLAN will receive packets related
to management, and, conversely, will be isolated from the need to process network traffic for other
VLANE.

Enable VLAN ID: If enabled, only matched virtual LAN (VLAN) ID traffic will be accepted.

VLAN ID: VLAN ID field of 802.1g fields. Enter a valid value for VLAN ID (must be a number from 1
to 4094).

Priority: Priority field of 802.1g fields. Enter a number from O to 7 to set the priority of the VLAN ID.

teSerens Ramugmamet Seftente - Bitrwesft Internpt Repleter EER

IPVE Settings

Erabinl -
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| ambene |
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|Fredermd CH4Z Zovm
Adarests 5 B

VLAN Settings
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Network Security

This page includes four fields for network security values. If you have the Administrator or Operator
privilege level, you can modify the values and click the apply changes button to execute the change.
The new values are available to the firewall immediately, but may not be utilized until the next
security event occurs.

® |P Blocking enabled: Enables/disables the IP address blocking feature, which limits the number of
failed login attempts from specific IP address for a pre-selected time span.

® [P Blocking Fail Count: Sets the number of login failures attempted from an IP address before the
login attempts are rejected. The range is 2 to 16.

® |P Blocking Fail Window: Determines the time span (in seconds) that IP Blocking Fail Count
failure must occur to trigger the IP Blocking Penalty Time. The range is 10 to 65535 seconds.

® [P Blocking Penalty Time: Set the time span (in seconds) that login attempts from an IP address
with excessive failures are rejected. The range is 10 to 65535 seconds.
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Security
Below is how to update certificate by WEB-GUI.
1. On the main menu navigation bar, click configuration -> Security.

2. Click “Generate Certificate” button to generate Certificate request file (CSR file).
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On the open dialog window, click “save” button to save file on your local system
4. Open the file csr.txt and copy the request number.

Build the CSR with Microsoft Certificate service or other OpenSSL tools to generate the certificate.

3 Microsoft Certificate Services - Microsoft Internet Explorer

] ﬂla ldit Wew Pavorites  Tools  Help I-

J Guback v = - @ @ o | @ Search (] Favorites qustory “%é vy

| Address [@] htpigi9z, 166,159,129]csrtrv] | aa | |tinks
=)

Microsoft Corificate Saervice: name Home

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or
other sacure program. Once you acquire a cettificate, you will be able to securaly
identify yourself to other people over the web, sign your e-mail messages, encrypt your
a-mail messages, and more depeanding upon the type of certificate you request,

Select a task:
© Retriave the CA certificate or certificate ravocation list
& Request a certificate
¢ Check on a pending certificate

Nt > |

2] [ |4 tnternet

=

6. Choose advanced certificate request.



<28 Microsoft Certificate Services - Microsoft Internet Explorer
J File Edit View Favorites Tools Help i ‘
| =Bk - = - D b | Qsearch (GFavorites (HHistory | B+ S
JAgdress IE‘] http:f{192,168.159.129(certsrv/certrqus.asp LI @Go |JLinks
_._l
Choose Request Type

Please select the type of request you would like to make:

¢ User certificate request:

E-tdail Protection Certificate

& Advanced request

v

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a
renewal request by using a base-64-encoded PKCS #7 file.

R} Microsoft Certificate Services - Microsoft Internet Explorer

|7 Ele Edit View Favorites  Tools  Help

| dupack » = - @ [2) Y| @search Ciarevortes (Pristory | (e G

| Address (] http://192. 166,159, 129/certsrvcortrqad. asp =] @ao | ks |

Microsoft Catificate Services name

Advanced Certificate Requests

You can request a certificate for yoursell, another user, or a computer using one of the
following methods. Note that the policy of the certification authority (CA) will determine
the certificates that you can obtain

C Submit a certificate request to this CA using a form,

@ Submit a certificate request using a basetd encoded PKCS #10 flle or a renewal
request using a basetd encoded PKCS #7 file,

© Request a certificate for a smart card on behalf of another user using the Smart
Card Enrollment Station
You must have an enroliment agent centificate to submit a request for another wser,

sl =
&) (1 [ intermet

Copy the text from cert.txt and paste in to the form, then click “Submit” button.
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9.

10.

11.

12.

A Microsoft Certificate Services - Microsoft Internet Explorer _.Jﬂl"
| Fle Edt view Favortes Taols Help ‘ : - |

| qopack = = < @D [ | Dsearch [hiPavorites BHistory | e b

| Addrezs |#] htipifi192,166,159,129/certsrvjcertraxt asp >] @ao ||unks

Microsoft Catificate & name

Submit A Saved Request

Paste a basetd encoded PIKCS #10 certificate request or PKCS #7 renewal request
generatad by an external application (such as a web server) into the request field to
submit the request to the certification authority (CA).

[ dR ot
ney

NITCETCCAROCAQAwEARXC2AJBYNVEAYTALVTHOQ4 W

Basebd Encoded [ALUEBXxMHEGO 13 RV IEYNEYGALUEChNPEGV3GVO

Certificate Request [EvNIULNx Mz AxBgNVBANTKRhQIFByhOxpYWSOIELD

(PKCS #10 or #7) [YZN LI NgQ2 FyZDEdMBasGCEgGE LI DQEJ ARYOe I Vi
KoZlIhveNAQEDDQADGYOAMIGIAoGEAMCONXS1WCHg

4 >

Hrowse for a file to insert

i T e

————— BEGIN CERTIFICATE REQUESTwwwww j

The certificate will be pending.

=8 Microsoft Certificate Services - Microsolt Internet Explorer

| File Edt  yiew Favortes Tools Help |

| sepack - = - Q[ ¥ | @search [iFavorkes (PHistory | Iy~ & R
JAddrcu @) httpiff192,168.159, 129 certarv/certfnsh.asp I |]L0nktr

Microsoft Cartificate Sarvice: name Home

Certificate Pending

Your certificate request has bean racelved. Howavear, you must walt for an administrator
to issue the certificate you requested.

Please return to this web site in a day or two ta retrieve your certificate.

Note: You must return with this web browser within 10 dayes to retrieve your certificate

Open “Certification Authority” by clicking start->Programs->Administrative Tools->Certification
Authority, the certificate you requested will be displayed in “Pending request.”

Right click the Certificate ID you requested, then select “All Tasks”->"lIssue.”
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Select “Issue Certificates”-> double click Request ID.
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fi  Certificate Information

This certificste is mtended for the following purpose(s):
* Al nocicabon poloms

13. Open the requested certificate and select Details tab, then click “Copy to File” button.

fcernincae N 1]

General Details Icértification_Path ]

Showa:
Field | walue |~
EVersion V3
Flserial number 6114 DSEC 0000 0000 0002
Signature algorithm shalRsSAa
Issuer name, US T
=valid from Monday, June 27, 2011 2:40:...
lvalid to wednesday, June 27, 2012 2:...
Subiject HP ProLiant MicroServer Remo...
=lpublic key RSA (1024 Bits) ~1

Edit-Properties. .. l .~ Copyto File. .. l

14. Select the format as “Base-64 encoded X.509 (.CER)” and click next.
'_xJ:

Export File Format
Certificates can be exported in a variety of file format; v

Select the Format you want to use:

¢ DER encoded binary ¥.509 (.CER)

i+ Base-64 encoded X.509 {.CER}

& Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
™ Hnclude allcertificates in the certification pathif possible

) Personal Information Exchanae - PRES #12.(,PE%)
I~ ‘Incude allcertificates in the certification path it possible
J= Enable strang protecticn (requires €50, MT 4.0 5P4 o above)

I7 ‘Belete the private key if the export is stccesshil

< Back | Mext = I Cancel I

15. Specify the path and the file name, and then click next button.
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Certificate Export Wizard x|
File to Export
Specify the name of the file you want to export
File name:
cert Browse,.. |
< Back I Next = I Cancel I
16. Click “Finish” button, the certificate has been exported successfully.
cate Export Wizard |

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the Fallowing settings:

File Marme CihCert
Export Keys Mo
Include all certificates in the certification path Mo
File Format Basetd
il | il

< Back I Finish I Cancel

17. Upload certificate to BMC
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18. Click “Upload Server Certificate” button to upload certificate

Users

This page displays all user information and configuration. With Administrator privilege level, you can

click any User ID number in the Users list to add a user or change the settings, then click Refresh

button to refresh the User list
° a8 Aty /10 141, 90 0 adee bmd

WO B Pkt Bt Suapment Seltrary

To add a user:
1. On the main menu navigation bar, click configuration -> Users.

2. Click any user ID number in the user ID column,
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3. Select enable user, and enter the user name in the user name field

4. Enter password in the new password and confirm new password fields
5. Select User Role and IPMI LAN Privilege from the list

6. Click Apply Changes to take effect

Services

This page allows you to view the services parameters. With Administrator or Operator privilege level,
you can specify the Web GUI's attributes. Click the “Apply Changes” button to execute the changes
and restart the Web GUI server.
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@ HP ProLiant MicroServer Remote Access Card

(Administracer)
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Appty Changes
Network
Network Seounty
Secunty
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443
Update -
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2 Power z
Control ‘
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Fan
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® HTTP Port (Decimal number only) used by the embedded software that listens for a server
connection. The default value is 80.

® HTTPS Port (Decimal number only) used by the embedded software that listens for a secure server
connection. The default value is 443.
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® Timeout is the time that a connection is allowed to remain idle (60 to 10800 seconds). The
session is canceled when the time-out is reached.

Max Sessions is the maximum number of simultaneous sessions allowed for this system.

®  Active Sessions is the number of current sessions on the system, less than or equal to the setting
for Max Sessions.

IPMI

This page allows you to view the IPMI values. With Administrator or Operator privilege level, you can
modify the IPMI Serial attributes and IPMI LAN Settings values and then click Apply Changes to
execute validation against the Encryption key field and send all data to the server.
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® Enable “IPMI Over LAN” by checking the box. Disable “IPMI Over LAN” by un-checking the box.

®  Channel Privilege Level Limit is the maximum privilege level that can be accepted on the LAN
channel (Administrator, Operator or User).

® Encryption Key allows from 0 to 20 two-digit Hex characters and no spaces.

Sessions

Use this page to view information about the active sessions. Additionally, privileged users can click
on the trash can icon to kill an active session.
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Preparation before online firmware flashing

1. Remote Access Card correctly installed in the connectors on the system board

2. Download the latest firmware version from website and save it on your local system.

3. The remote system needs to connect with network.

Start to update firmware of Remote Access Card
Following procedures are used to update firmware
1. Accessing the firmware page from a web browser
2. On the main menu navigation bar, click Update

3. Click Browse to enter the path where the firmware image file resides.
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4. Click the Upload button. If the file is valid, all other sessions will be terminated and the image
upload will begin. If the upload fails, a message will notify you to upload another file. For a
successful upload, the current firmware version and the version of the new file will be displayed,
as well as the Preserve Configuration checkbox, Update button and Cancel button.

5. Click the Update button to begin the firmware update process and view the update status. When
the update is completed, the embedded software will reboot automatically. If you click the Cancel
button, the process will be terminated and the embedded software will reboot.

Utilities

Reboot: Click 'Reboot' button to reboot the System.

Factory Default: Click 'Factory Default' button to reset System to default.
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Power/Control
On the main menu navigation bar, click power, the Power control screen displays current power

status.

To modify power control, select the operation you wish and click Apply Changes.
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Thermal

The Server provide the monitoring of the current major sensors status, including system temperature
and system fan. You can view the data for this feature on the Thermal Page through a web browser or
through the BIOS Setup Utility.

Viewing sensor data from a web browser

To access this page from a web browser, on the main menu navigation bar, click Thermal.

The thermal screen displays a snapshot of the temperature, fans sensor data, including sensor
reading, warning threshold, failure threshold.
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HP ProLiant MicroServer Remote Access Card

Viewing sensors data from Rom-Based setup utility
1. Press the F10 key during POST to enter the BIOS Setup Utility.

2. Press the right arrow (-} key to navigate to the “Advanced” menu.
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3. Press the down arrow (|) key to scroll to “IPMI Configuration”. Press the Enter key.

4. Press the down arrow () key to scroll to “System Temperature Configuration”. Press the Enter key.
The system temperature sensors will be displayed.

10, 141,40, 168 =1
File View Macros Tools Help
ROM-BASED SETUP UTILITY

5. Press ESC key to exit, and the down arrow (|) key to scroll to “System Fan Health Information”.

10, 141,40, 168 =1
Flle View Macros Tools Help
ROM-BASED SETUP UTILITY

System Event Log

The BMC provides the interface to the System Event Log (SEL) for the system. And provide to capture
and stores the IPMI event log for access through a browser, CLP, BIOS Setup Utility. The system event
log displays a short description of each system event. Recorded events include abnormal temperature,
fan events, system power loss etc.
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Accessing the system event log from a web browser

To access this page from a web browser, on the main menu navigation bar, click system event log.

The system event log screen displays a snapshot of each system event, including the date/ time of the
event occurred, severity of each event and brief description.

Accessing the SEL from BIOS SETUP UTILITY

1.

2
3
4.
5

Press the F10 key during POST to enter the BIOS Setup Utility.
Press the right arrow (—} key to navigate to the “advanced” menu.
Press the down arrow (|) key to scroll to “IPMI Configuration”. Press the Enter key.
Press the down arrow () key to scroll to “System Temperature Configuration”. Press the Enter key.
Press the arrow (|) key to scroll to following available options:
—View BMC System Event Log
~Clear BMC System Event Log
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Event Management

Platform Events

Platform Event Filtering (PEF) provides a mechanism for configuring the BMC to taking selected actions
on event messages that it receives. These actions include operations such as reboot, Power Cycle,
Power off, as well as triggering the generation of an alert. The event messages can be selected are
Fan Critical Assert, Temperature Critical assert and Temperature Warning Assert Filter.

— . .
°._, v B M 0 AL 40 TR/ (b el

S BT e N Bt Sl

Platform Events

Moty Crewnges

Platform Event Fitters (PEF) List
[ Gl Aleang Eratte @ ficte (Thiz enableadmaties toth PET and smad sheriz)

Filtar Name None Reboot Power Cycle Power ON Generate PET

To configure an action, select the desired action on desired event. For example:
Select Power off on fan critical assert filter, and click changes.
Remove one fan from board, system will power off after waiting for 60 seconds

You can get a PEF email alerts by checking Global Alerting Enable.
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Trap Settings

The trap setting configuration screen enables you to specify destination addresses, and
enable/disable SNMP alerts, the event traps can issue an alert if an authentication failure occurs.
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Trap Settings
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® Enable- Enables or disables IPv4/IPV6 destination addresses

IPv4 Destination—Specifies where to send the PET trap from the destinations your defined Note
IPV4 address only support numerical values between 0-255. This field is required only if its
relative checkbox (IPv4 Destination 1, 2, 3 or 4) is checked.

® [PV6 Destination—following the instructions of IPv4.

®  Community String -Displays the SNMP community name

Email Settings

This allows you to enable email alert and specify email address to receive alert message.

G- i. w B bty ST KL AR IR el Mal
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®  Email Alert Number- Support to set up four email destinations to receive alerts
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Enable—Activate email address settings.
Destination Email Address- Specifies where receive the alert messages
Email Description- Configures the email alert description.

Send alert- Initiates the request to send a test email to the email address

SMTP (e-mail) Server IP Address—Configures the SMTP email server IP address. Only numerical
values between 0-255 are allowed.

vKVM & vMedia
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By BIOS default setting, when the Remote Access Card is plugged in, the server will export VGA
signals from the VGA connector on this access card automatically. Meaning, when having the Remote
Access Card installed, the embedded VGA on the mother board will not function.

Using Virtual KYM Configuration

The Virtual KVM (or vKVM) feature is a remote graphic console that turns a supported browser into a
virtual desktop and provides control over the display, keyboard/keyboard shortcuts, video settings,
and mouse of the host server. The virtual KVM sessions that display remote host server activities,
including shutdown and startup operations.

The remote virtual KVM session requires Java version 1.5.7 or later on the client system. To download

the recommended Java for your system configuration, refer to this HP website.

Start a Virtual KVM Session.

To start a virtual KVM session, using a web browser:

1. Download the recommended JVM from HP website and install on the client system. Please refer to
“JVM Support”.

2. The default setting of vKVM s disabled.
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3. Check the “Enabled” item, and click the “Apply Changes” button.
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4. Click “Launch KVM Viewer” to start a KVM session.
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There are five different menu bars in virtual KVM session window: File, View, Macros, Tools and
Help.

® File— Including two submenus Capture/Exit.

® The capture to file is used to capture an image and allows saving the file to a specified location
on client. The exit submenu is used to close virtual session window.

® View—Refresh/Full Screen/Windowed Mode

®  Select Refresh to update the view of the Video Viewer. This will result in the Viewer requesting a
reference video frame from the server. Select Full Screen to make the Video Viewer enter into Full
Screen Mode. Select Windowed to exit out of Full Screen mode. Select fit to resize the Video
Viewer window to the minimum size that is needed to display the server's video (This menu item
is not available in Full Screen mode).

®  Macros— keyboard shortcuts

® These drop-down list keyboard shortcuts can be used as virtual keys and are similar to the keys
the physical Keyboard of your local machine. You can select one of the drop-down list keyboard
shortcuts (either the macro or the hotkey specified for the macro), to execute the macro on the

50



remote system. For example, when you press the Cirl+Alt+Del keys on the physical keyboard in
local system, the Task Manager of your local machine appears in addition to the task manager
on the server.

Tools—Session Options/Session user list/Stats

The Session Options window allows you to control client configuration settings with additional
general, mouse, video quality viewer control adjustments and stats.

General— You can control the keyboard passthrough mode and select pass all keystrokes to pass
your management station's keystrokes to the remote system. Some keystrokes are intercepted by
the management station OS and will not be passed on.

Mouse Acceleration ~To optimize mouse performance, click the Mouse tab and depending on
the operating system, select the Mouse Acceleration option. Then click Apply and OK to close
the Session Options window.

Video Quality—The compression modes allow for a low quality (420) or high quality (444)
compression configuration. The Luminance and Chrominance settings allow for picture color
configuration.

Stats--This menu option launches a dialog which displays viewer performance statistics: Frame
Rate, Bandwidth, Compression and Packet Rate.

Help—Contents and Index/About

Contents and Index— Inform to get online help by clicking the help link on the vKVM&vMedia
page
About— Displays an About box, which specifies KVM version

Using Virtual Media Configuration

Virtual Media (or vMedia) provides a virtual media drive, which allows a floppy image, floppy drive
or CD/DVD drive on your client, to be available on the managed system's console as if the floppy
image or drive were present on the local system. At most four virtual media devices may be attached
at one time.

Virtual Media shall support the following client devices:

OFloppy disks
JCD-ROMs
[JDVD-ROMs

[JUSB mass storage devices

OISO images

Start a Virtual Media session

To start a virtual Media session, using a web browser:

1.

2.

Download the recommended JVM from HP website and install on the client system. Please refer to
“JVM Support”.

Click “Launch VM viewer button.”
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3. The virtual media sessions will start according the device on your client (USB key, floppy etc.).

+ Virtual Media Session - 10.141.40.74 [ [OX|

Client View
Mapped Read Only Drive
2 | m [eccoow .
O | =4 A: - Floppy Add Image...
@ e s

< i | [»

Sharing a virtual media device (Floppy)

1 Prepare the media you want to add, take floppy device as example. Insert floppy disk in your
local system.

2 Start a virtual Media session, the Virtual Media will display the list of devices available for
mapping in Virtual Media session

3 Select the mapped checkbox for the device (A: Floppy), the option window will be opened. Then

click yes button on the prompted window.

Note: If you only want to read the mapped device, please select read only checkbox before it is

mapped.
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Adding the I1SO image
1. Start a virtual Media session and click the Add Image button

# Yirtual Nedia Session — 10.141.40.94

Client View
Mapped | Read Onty | Drive
I &9 A Floppy
Exit
Add Image...
Details ¥
q] [ | IC

2. On the open dialog window, select the ISO image file in your local system and click open button.
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LookIn: |08 \~| [=1][&

[]2003

] UltralSO-v8.66

File Name: I |

Files of Type: IDisk image file (*.iso, “img) \v|

Open H Cancel ‘

3. Select the mapped checkbox for the ISO Image
Note: If you want to read only the ISO image, please select read only checkbox before it is

mapped.

£ Virtual Media Session - 10.141.40.200 i =] 3

Client View
Mapped | Read Only | Drive
I [ = H: - Removable Disk

F & G:-CDOVD

-
L»:l D:LFSiifslivecd.x86-6.1.1-4.is0 - 1SO Image -
=

Add Image...

Details *

4] i | [»

The 1SO Image file is available in remote system

Using BMC SMCLP

The SMASH CLP is designed for users who prefer a non-graphical interface. The SMASH CLP chapter
describes the syntax and the ways to remote control server.

If you want to access BMC SMCLP, you need to have a SSH client (putty or others). When BMC is
working normally and having valid IP address, you can access BMC SMCLP via the SSH client. Please
refer to ““Logging in to BMC SMCILP for the first time””, to get details about accessing SMCLP.
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defaull - SSH Secure Shell

Sl 10.141.40.186

/aduin] =l
propectiss
Elwmentilame = aduinl
assooiations
elenentoonlfornstoprofile
Conformantidvandacd « Jadninl/syscenl/profilesl/profileln
Manngedll lement = /adminl
systenconponent :
CroupComponent = /Jadninl
PartComponent = /adminl/systeml
owmingeollectionelenent
Dunedllement = /mdmninl /hduel
Ouningklement = /adminl
servicealffeotselenent
AffeovedElenent « /Jadminl
Affeotingllenent « /admninl/systenl/spl/provosved
Klementlffocta[0] = 5 (Mansges)

Ctacgets
hdwe L
systemnl
verhs
ed
ahow
help
veraion
LERR
/maminl-> i |
hd
Connected Lo 10,141 40, 186 |S5H2 « aes128.che « hmac-mds « pane [B0x27 | 1Z0 | -

The “verbs” shows the all the supported verbs under current directory. And “targets” show all the
directories under current directory. Use “cd target” command, you can enter the existent directory.
Use “cd ..” you can return parent directory

Get CPU/Memory Info

Enter /admin1/system1/cpul, and you can get CPU info with “show “verb.



5 10.141.40.186 - default - SSH Secure Shell

B[R B2 e A0 % N

’ File Edit Yiew Window Help ’

l &) Quick Cannect ] Profiles

Jadminl/systenl-> cd cpul :.I
Jadminl /systenl/cpul
Jadwinl/systenl/cpul-> show
/adminl /systenl/cpul
properties
CPUStatus = 1 (CPU Enabled)
CurrentClockipeed = 1500
ElementName = AMD Turion(tm) II Neo N40L Dual-Core Processor
EnabledState = 2 (Enabled)
ExternalBusClockSpeed = 200
Family = 513
HealthState = § (0K)
MaxClockSpeed = 2200
Operational3tatus[0] = 2 (OK)
Requesteditate = 12 (Not Applicable)
associations
realizes :
intecedent = NULL
Dependent = /adminl/systeml/cpul
systemdevice @
GroupComponent = /adminl/systeml
PartComponent = /adminl/systeml/cpul
elementcapabilities :
Capabilities = NULL
ManagedElement = /adminl/systeml/cpul

targets

verbs
cd
show
help
version
exit

fadminl /systenl /cpul-> I ¢

]
Connected to 10.141,40.186 [55H2 - aes128-che - hmac-mdS -none [80x33 | [ [ 4

Enter /admin1/system1/memory1, and you can get memory info with “show “verb.
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-lolx]
B[R/ B2 2ER # &80 % eN

H File Edt Yiew Window Help ‘

” &1 Quick Connect (] Profiles

Jaduinl /systenl /memoryl :]
Jadwinl /systenl /memoryl-> show
Jadwinl /systenl /memoryl
properties
Access = 3 (Read/Write Supported)
BlockSize = 1048576
ConsumableBlocks = 4096
ElementName = sml
EnabledState = 2 (Enabled)
HealthState = § (0K)
NumberOfBlocks = 4096
Operationalftatus[0] = 2 (OK)
Requesteditate = 12 (Not Applicable)
Volatile = true
associations
elementcapabilities :
Capabilities = /fadminl/systeml/capabilitiesl/elecap9
ManagedElement = /adminl/systeml/memoryl
systendevice :
GroupComponent = /adminl/systenl
PartComponent = /adminl/systenl/memoryl

targets
verhs
cd
show
help
version
exit
/adwinl /systenl /menoryl-> I -
v
Connected to 10.141,40.186 ISSH2 - aes128-cbe - hmac-mds -none [80x29 | B[ [ 4

Get Thermal Reading/Get Fan Speed Reading

There are three thermal sensors and one fan sensors. The relations between the sensors and SMCLP
target as below:

“numericsensor1” is the target of “CPU_THERMAL" sensor.
“numericsensor2” is the target of “NB_THERMAL" sensor.
“numericsensor3” is the target of “AMBIENT_THERMAL" sensor.

“numericsensor4” is the target of “SYS_FAN" sensor.

Please notice the “unit” of reading. Below pictures show the read method and the related between
SMCLP and the Web Ul.

57



% 10.141.40.186 - default - SSH Secure Shell ' o[]S

S8 % @n

== AT

’ File Edit Yew Window Help ’

l & Quick Connect ] Profiles

Jadminl /systenl /sensorsl/nunericsensorl-> show .:J
Jadminl /systeml/sensorsl/mmericsensorl
properties
BaselUnits = 2 {(Degrees C)
CurrentReading = 470
CurrentState = Normal
ElementName = CPU_THEMAL(32.0.32)
Enableditate = 2 (Enabled)
HealthState = 5 (0OK)
Operationalitatus[0] = 2 (0K}
Possibledtates[0] = Non-Critical
PossiblefStates[l] = Lower Non-Critical
PossibleStates[2] = Upper Non-Critical
PossibleStates[3] = Critical
PossibleStates[4] = Lower Critical
Possibleftates[5] = Upper Critical
PossibleStates[6] = Fatal
PossibleStates[7] = Lower Fatal
Possibledtates[8] = Upper Fatal
PossibleStates[9] = Normal
PossibleStates[10] = Unknowm
Ratelnits = 0 (None)
RequestedState = 12 (Not Applicable)
SensorType = 2 (Temperature)
SettableThresholds[0] = 3 (UpperThresholdCritical)
SettableThresholds[l] = 1 (UpperThresholdNonCritical)
SupportedThresholds[0] = 3 (UpperThresholdCritical)
SupportedThresholds[l] = 1 (UpperThresholdNonCritical)
UnitModifier = -1
associations
nenberofcollection :
Collection = /adminl/systeml/sensorsl
Member = fadminl/systeml/sensorsl/numericsensorl
elementcapabilities :
Capabilities = fadminl/systeml/capabilitiesl/elecap5
ManagedElement = /fadminl/systeml/sensorsl/numericsensorl
systendevice
GroupComponent = /fadminl/systeml
PartComponent = fadminl/systeml/sensorsl/numericsensorl

targets -
verbs
cd =
Connected to 10.141,40,186 (55H2 - aes128-cbe - hmac-mds -none [80x42 | A1 [ 4
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Get Fan Status

The target “fan1” can show fan status. When fan works OK, it will show status (OK). When fan fails,

it can report the fan fail status. As below:

When fan status is OK,

3 10.141.40. 186 — default — SSH Secure Shell

He Bt View Window Hep

HOR SZREE A SO S N
) Quick Connect () Prafies

Jedwinl /systeal /fanl-> show
Jadwinl fsysteal /fanl
propercies

Ectivefooling = trus

Eleaenthaxe = fanl

EnasbledState = 2 [Enabled)

HealthState = 5 {0E)

OperaticnalScatus(C] = 2 [OK)

RequestedState = 12 (Bot Applicable}

VarishleSpeed = false

associations

associatedsensor :
intecedent = fadminl/systexl/sensorsl/mueericsensord
Dependent = /adwinl/systeal/fanl

systemdevice
GroupCoxporent = Jedwinlfsysteml
PartCoaponent = fadminl/systerl/fanl

eleaentcapabilities :
Capabilities = fadwinl/systealfcapabilitieslfelecapd
HanagedElersnt = feadwinl/systeml/fanl

Largets
verbs
cd
show
help
version
it

jaiuin fsysteal/fanl-> |

feoanected to 10.141. 40,158 SSIR - sesifB-che - Mecad - 2 W8 |

>

Z

|1

When fan is failure,
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3 10.141.40. 186 — default — SSH Secure Shell

He B Vew Wndow Hep

HSR AZREE AIDS 6N
&) Quick Comnect (] Prafies

Jedwinl /systeal /fanl-> show
Jedwinl /systeal /fanl
propercies
Ectivefooling = trus
Eleaenthame = fanl
EnabledState = 2 (Enabled)
HealthState = 25 (Critical failure)
OperationaiScatus[C] = 6 [Error)
RequestedState = 12 (Bot Applicable)
VarishleSpeed = false
associations
associatedsensor :
intecedent = fadminl/systexl/sensorsl/mueericsensord
Dependent = /adminl/systeal/fanl
systemdevice @
GroupCoxporent = Jedwinl fsysteml
PartCoaponent = fadminl/systerl/fanl
eleaentcapabilities :
Capabilities = fadwinl/systeal fcapabilitieslfelecapd
HanagedElersnt = /adwinl/systeml/fanl
targets
verbs
cd
show
help
Version
it
Jedwinl /systeal /fanl-> ||

[Ccanected to 10.141. 40,156 SSHE - aesiZB-che - Macad - 2 B

|€

SMCLP Power Control Function

Under “system1”, it has the verbs “start”, “stop” and “reset”.
“start” can power on the server, when the server in standby.

“stop” can power off the server, when the server in working.

"

reset” can hard reset the server.

% 10.141.40. 186 — default — SSH Secure Shell

; File Edit View Window Help
HER fEg B A a0 % N
: &) Quick Connect ] Profiles |

fadminl/systenl-> stop
/adninl/systenl stopped at Sun Jul 3 15:55:26 2011

fadminl/systenl-> start
Jaduminl /systeml started at Sun Jul 3 15:55:46 2011

/aduinl /systenl-> reset
Jadminl/systenl reset at Sun Jul 3 15:56:05 2011

Jadminl/systeml-> I

JConnected to 10.141.40.186 SSH2 - aes1Z8-che - hmac-mds - 1 B7x11
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Frequently Asked Questions (FAQ)

Recovering a BMC username and password

BMC supports the IPMI command “Set User Password”. So when forgetting user name or password,
you can use IPMI command to get the username and reset the user password under DOS or Linux.

Example,

There is a default user “admin” as the picture below:

TP Proliant BleceServer Basagesant Seftwsce Bisasastt Intwenet Repluses

06- [wim

- B Prldwt Qordare Basgweat Zefinwe

&1 AR 1 i Abel

Suggun  Heb Abodt  Looss

Vhelcunne wdrvin (Adrini ate)

@ HP ProLiant MicroServer Remote Access Card

B PoLst MonSenso
Mervote Access Cod
Progen ties
= Conlguraton
Mstwark
MNebwaih Securmy
Secany
e
Cervaes
L

£

Caneastin [ Maw
Uptstees Exatin 2o Apreveninx AdTeratm
® Server brfeneation Crasar tiave Adraratins
" Poww 1 Dinstas i P
=T 13 Coaser T P
o e 13 Coties v Fiw
Tampuruiens 14 Thave New
Sysban Everd Log (3 Drustiat fizve Fene
F Leent Managemeit ' Disathes T o
Plathoem Evants 0 : - N e
T Dulbrgs "
Ernal Sutangs |1 Lastrar Tiwe e
VEVM & M 12 Naatrae e Fow
n Comtion e Tomey
H Dostdes RE-11 Thmn
115 Disdans Have Mo
1] Dunattet " Mowe

Under DOS:

Get the user name:
lpmitool 20 18 46 2 (the value “2” is the User ID)
Set user password:

lpmitool 20 18 47 02 02 + password. (Password is ASCl value: 16 bytes)

>ipmitool 28 18 46 2
c 46 88 61 64 6d 69 6e BB BD VA BB PO BB KNG BB BB BB B4

>ipmitool 28 18 47 2 Z 61 P8 066 B0 BB 6@ OB PO GO KB BB BB B0 6O 6O A6

c 47 @a

Under Linux shell:

Get the user name:

lpmitool raw Ox6 0x46 0x02. (the value “2” is the User ID)
Set user password:

lpmitool raw Ox6 0x47 0x02 0x02 + password (Password is ASCl value: 16 bytes)
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He Edit View Temina Tabs Help

[root@localnest ~]& ipmitool raw 8x86 Ex46 Ox82  ASCI “61 64 6069 62" denwtes “admin”
61 64 63 69 5e 66 B8 96 66 96 80 69 BB 8O 68 86

\

frant@lac ot 13 >
[rootiglocalhost _wl New passwat ik a

About how to get ipmitool, please review “IPMI Messaging interface”.

Verifying that the BMC firmware is functioning

Open the front panel of the server chassis, and check the heartbeat LED (CR1, which location is near
the “Aspeed” chipset) on the Remote Access Card. Normally, it should blink with one second
interval. If not, the BMC firmware should work abnormally.

Under OS, you can send IPMI command (Get Self Test Result) to BMC to check the whether the
response values right or not. If not, BMC should work abnormally. Please refer to IPMI specification
2.0 to get detail info.

Under DOS:

lpmitool 20 18 4

C:\>ipmitool 28 18 4
?8 ic 84 88 55 @0

Under Linux (shell):
lpmitool raw Ox6 Ox4

Recovering from a BMC firmware crash

When BMC firmware crashes, and you fail to update BMC firmware via BMC WebUI. You can
attempt to update BMC firmware via PCIE method. (The update BMC firmware method via PCIE can
run without regard to BMC firmware ok or not). Please refer to “Update BMC Firmware under DOS
mode, Windows, Linux"

How to contigure BMC

BMC supports various interfaces for configuration and operation. This guide discusses the following
Interfaces:

1. BIOS RBSU -> Advanced -> IPMI Configuration page can be used when the system environment
does not use DHCP, DNS, or WINS.

2. Browser-based setup can be used when you can connect to BMC on the network using a
browser. This method can also reconfigure a previously configured BMC.

3. SMASH CIP can be used when a command line is accessible through telnet, SSH.
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Troubleshooting BMC

Heartbeat LED Indicator

The Heartbeat LED (CR1, which location is near the “Aspeed” chipset) is used to indicate whether the

BMC work normally or not. When BMC firmware works normally, it should blink with one second

interval. Otherwise, the BMC firmware should be in ill.

When encounter this failure, you should remove the server power and reboot the server (unplug the
server power cable, and then plug it again) to let BMC reboot. If the heartbeat LED still works
abnormally after server power on, you can attempt to flash the latest BMC firmware via the method

“Update BMC Firmware under DOS mode, Windows, Linux”.

System Event Log Entries

Event Log Display

Event Log explanation

EvtlogDisabled: Event Log sensor,
Log Area Reset/Cleared was
asserted

When clear SEL via Web Ul “clear log” or using
IPMI command.

Sys Pwr Monitor: Power Unit sensor,
Power Off / Power Down was
asserted

When power off the server.

Sys Pwr Monitor: Power Unit sensor,
Power Off / Power Down was
deasserted

When power on the server.

SYS_FAN: Fan sensor, failure event
was asserted

When fan unplugged or failed.

SYS_FAN: Fan sensor, failure event
was deasserted

When fan recovers working normally from a
failure or unplugged condition.

CPU_THEMAL: Temperature sensor,

warning event was asserted

When CPU temperature upper warning
threshold going high

CPU_THEMAL: Temperature sensor,
warning event was deasserted

When CPU temperature return lower warning

threshold

CPU_THEMAL: Temperature sensor,
failure event was asserted

When CPU temperature upper failure threshold
going high

NB_THERMAL: Temperature sensor,
warning event was asserted

When North Bridge temperature upper warning
threshold going high

NB_THERMAL: Temperature sensor,
warning event was deasserted

When North Bridge temperature return lower
warning threshold

NB_THERMAL: Temperature sensor,

When North Bridge temperature upper failure
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failure event was asserted

threshold going high

AMBIENT_THERMAL: Temperature
sensor, warning event was asserted

When ambient temperature upper warning
threshold going high

AMBIENT_THERMAL: Temperature
sensor, warning event was
deasserted

When ambient temperature return lower
warning threshold

AMBIENT_THERMAL: Temperature

sensor, failure event was asserted

When ambient temperature upper failure

threshold going high

SEL Rate: Other FRU sensor,
Woarning event was asserted

Non-critical for SEL rate: The SEL storage space
is 25% in remaining.

EvtlogDisabled: Event Log sensor,
SEL Almost Full was asserted

Warning for SEL space: The SEL storage space
is 20% in remaining.

SEL Rate: Other FRU sensor, failure

event was asserted

Critical for SEL rate: The SEL storage space is
10% in remaining.

EvtlogDisabled: Event Log sensor,
SEL Full was asserted

Out of space: Eventlog could not be recorded
because of a lack of storage space

System Software event: Memory
sensor

Uncorrectable ECC/other uncorrectable memory
error

JVM Support

When you want to use the function vKVM or vMedia, please make sure that JVM is installed on
your client. Please see this HP website for the download link.

login Issues

Use the following information when attempting to resolve login issues:

®  Try the default login, which is located on the network settings tag.

® |f you forget your password, an administrator with the Administer User Accounts privilege can

reset it.

® If an administrator forgets his username or her password, the administrator can use the IPMI
command method to get username and reset password. Please review “How to get username

and password when forgetting the BMC login user name and password"”.

®  Check for standard problems, such as:

* s the password complying with password restrictions? For example, are there case sensitive

characters in the password?

* Is an unsupported browser being used?

Firewall Issues

BMC communicates through several configurable TCP/IP ports. If these ports are blocked, the
administrator must configure the firewall to allow for communications on these ports. See the

Administration section of the BMC user interface to view or change port configurations.
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Proxy server issues

If the Web browser software is configured to use a proxy server, it will not connect to the BMC IP
address. To resolve this issue, configure the browser not to use the proxy server for the IP address of
BMC. For example, in Internet Explorer, select Tools-> Internet Options-> Connections-> LAN Settings-
> Advanced, and then enter the BMC IP address or DNS name in the Exceptions field.
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Glossary

BMC Baseboard Management Controller
CLP Command Line Protocol

DNS Domain Name System

GUI Graphical user interface.

P Internet Protocol

IPMI Intelligent Platform Management Interface
KCS Keyboard Controller Style

KVM Keyboard, Video, and Mouse

LAN Local Area Network

LED Light-Emitting Diode

MAC Media Access Control

NVRAM Non Volatile Memory

PCIE PCI Express

POST Power On Self Test

RBSU ROM Based Setup Utility

SEL System Event Log

SMASH System Management Architecture for Server Hardware
SSH Secure Shell

SSL Secure Sockets Layer

SNMP Simple Network Management Protocol
TCP Transmission Control Protocol

UsSB Universal Serial Bus

VLIAN Virtual LAN Area Network

Web Ul BMC Web User Interface
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